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Maximum security, reliability
and GDPR compliance with
Drooms

Drooms takes the handling of confidential documents extremely seriously and safeguards

client data using the highest security standards and handling protocols available.

Digital sovereignty: As a European-owned and -controlled platform, our overall system

set-up and the data processing and storage in Europe are GDPR-compliant and ensure

full digital sovereignty for your confidential information.

Servers: Your data is securely processed and stored within secure, georedundant

European server infrastructure. All data remains within this infrastructure unless

accessed or downloaded by you or permitted users you invite to the platform. 

Artificial Intelligence: Drooms' AI is developed in-house and lives inside the sovereign,

well-governed platform. Live client data is never used to train our AI, nor is shared with

external public AI models.

External security audits: Drooms GmbH is ISO 27001:2022 and 27018:2020 certified.

Compliance: Drooms GmbH is a European data room provider and compliant with the

EU General Data Protection Regulation (GDPR). 

In-house support staff: Technical and customer support services are carried out

directly by vetted Drooms employees.

Vulnerability management: Regular penetration tests are carried out to assess data

security.

How we protect your confidential data
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IP filtering: The possibility to limit data room access at group level with  specific IP

addresses is available.

Multi-factor authentication: Protect your Drooms accounts from identity theft by

requiring an additional sign-in code sent via SMS.

High-end encryption: For premium security, data transfers are protected via TLS

connections enforcing modern encryption algorithms & ciphers that provide forward-

secrecy.

User rights and permission controls: Grant review, print, and download authorisations

down to the user and document level, and enable dynamic watermarking. 

Redaction: AI-powered, integrated Redaction allows you to protect sensitive

information accurately and quickly without the need to run third-party software.

In-house technology: Drooms automates workflows, reduces friction and speeds up

deal timelines. To ensure a high standard of security and quality, Drooms develops its

technology and AI in-house, instead of relying on third-party products. 

For more information please contact our, Information Security Team via

infosec@drooms.com or the Data Protection Team via dataprotection@drooms.com.

Data room features that support secure work
processes 

Drooms and innovation 

Overall system stability: Drooms keeps data confidential, secure and highly available

with N+1-concept, encryption at rest and a secure tier architecture.

Insurance: Drooms GmbH is covered by professional liability insurance up to

10.000.000 EUR and has cyber insurance up to 10.000.000 EUR. 
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